HacTtpounka poytepa ASUS RT-N16
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0. Bxoa B MeHIO HAaCTpoeK poyrtepa

Ecnu poyTep elle He HaCcTpamBasncs To, YTobbl MOMacTb B MEHIO HACTPOEK, AOCTAaTOUHO OTKPbITL Bpay3ep v B none
agapeca Beectn "192.168.1.1" . Janee B none "User name" Beectu "admin”, B none "Password" aHanorm4yHo BBECTU
"admin". Bbl nonaaeTe B MeHIO HACTPOEK poyTepa, CKPUHLLOTHI KOTOPOro UCNOMNb3YOTCS Aanee B UHCTPYKLUM.

Mepen BCceMM HacTpoikaMu Aanee XenaTesrbHO HaCTPOUTb AOCTYN B MHTEPHET (MO 3TOMY BOMPOCY NOJSb30BaTENtO
CTOWUT 0BPaTUTLCS K CBOEMY MHTEPHET MnpoBanaepy). MoapobHee 0 HacTpolikax poyTepa MOXHO NpoYUTaTh B
MHCTPYKLIMM K HEMY, KOTOpPAs [OCTYMHa MO CCbIIKE: MHCTPYKLMS.

Bce napaMeTpbl, KOTOPbIE UCMOMb3YIOTCS B MHCTPYKUMK Aanee, 6panuncb UCKIIOUUTENBHO Kak NpUMep, e/ y Bac
HET HaBbIKOB MO HAcTpolke NoA06HOro 060pyAOBaHUS, PEKOMEHAYETCS HE MEHSITb UX.
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1. Hacrtpoika LAN

Hactpoiika LAN npou3BoauTcst B NyHKTe MeHo "JlokanbHas ceTb" (CM. CKPUHLLOT).

B none "IP-agpec" TpebyeTcs ykasaTth IP-agpec poyTepa B ero nokanbHol cetu, B none "Macka noacetu"
yKa3blBAaETCS Macka 3Tol noacetv (NoapobHee 06 3TMX HACTPOVKax MOXHO Y3HaTb Y TEX.NMOAAEPXKKM MPOAYKTa).

CKPWHLLOT C BO3MOXHbLIMU HacTpoWKaMm:
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Bce HacTpolikv fanee B UHCTPYKUMM 6yAyT ONMpaTbCs Ha HAcTpoiku LAN Ha JaHHOM CKpUHLLOTE.




2. Hactpoiika DHCP

Hactpoiika DHCP npou3BoauTcs B NyHKTe MeHto "JlokanbHas ceTb" B noanyHkTe "DHCP-cepBep" (CM. CKPUHLLOT).

DHCP ncnonb3yeTcs Ans aBToMaTUUECKOM HAaCTPOMKM NapaMeTpoB CETU Ha NOAKIIOYaEMOM YCTPOWCTBE, CNN Y Bac
HET onbITa B Py4HOI HacTpoike napameTpoB, DHCP-cepBep obs3aTeneH K HacTpoike (noapobHee Npo pyyHyto
HaCTPOVKY B MyHKTe 5).

HacTpoiiky Npon3BoAUTb aHANOMMYHO HAaCTPOMKAM Ha CKPUHLLOTE.

Ba)kHo! " HauanbHbIl aapec nyna IP-agpecos” u " KoHeuHbI aapec nyna IP-aapecoB” A0MKHbI NpUHaANexaTb
noaceTn, KoTopas HacTpaueanack B LAN. B nyHkTe " OCHOBHO LLO3" HYXHO YKa3aTb IP-aapec poyTepa,
YKa3aHHbIi Npu HacTpoiike LAN. B none " IP-agpec DNS" Takxe ykasbiBaeTca IP-aapec poyTtepa.
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B AaHHbIX HAacTpoiikax KOHEYHbIN azipec cneunanbHo BbibupaeTcst 192.168.10.200, utobbl ocTaBUTL CBOGOAHbIE
anpeca Ans fanbHeiilwein HacTpoiiku VPN.

Tarke B HacTpoiikax DHCP MOXHO HacTpouTb NpuBS3KY KOHKpeTHOro IP-aapeca k koHkpeTHoMy MAC-aapecy
MOAK/IH04aEMOro YCTPOICTBA (Apyrve YCTPONCTBA HE CMOryT NOMYYUTb AaHHbIN IP, oH ByAeT UckoueH 13 nyna
aapecos DHCP). [ina atoro B nyHKTe "Cnncok NpUCBOEHHbIX Bpy4Hyto IP-agpecos B 06xoa DHCP" B none "MAC-
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aapec" ykasbiBaeM MAC agpec ycTpolicTBa, B none IP-azapec ykasbiBaeM IP, KOTOpbIV Bbl bl XOTENW NPUBA3ATH K
3TOMY YCTPOWCTBY.

3. Hactpoiika WIFI (WPA2)

HacTpovika WIFI ceTv npon3BoanTCcs B NyHKTE MeHio "BecnpoBogHas ceTb"

B nyHkTe "SSID" yka3biBaeTcs UMsi Bawel wifi ceTu. B nyHkTe " MpeaBaputenbHbii ko WPA" ykasbiBaeTcst
naposib Ans NoAKMoYeHust kK ceTu. OcTanbHble HAaCTPOMKM aHanorMYHO HaCcTPOMKaM Ha CKPUHLLOTE:
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[JlaHHble HacTPOMKK yHUBepCasbHbl U 6yayT paboTaTh C NoAaBnsoWwmMM 60bLMHCTBOM COBPEMEHHBIX YCTPOMCTB,
ecnu TpebyeTcs Gonee TOHKas HACTPOVKa ONTUMasibHas [1s BalMX YCTPOMCTB, 06paTUTECh K YesIOBEKY C OMbITOM
HaCTpOWKK CeTU.




4. Hacrtpoiika VPN

HacTpovika VPN cepBepa ceTu npousBoguTcs B NyHkTe MeHio "VPN cepsep"

B noameHto "VPN cepBep" HacTpauBaeM napaMeTpbl aHanormyHo ckpnHwoty N21. B nyHkTe "MiMsi nonb3oBatens u
naponb" Hy>Ho 06aBuTb VPN nonb3oBatesnen.

B noameHto "MoapobHee o VPN" HacTpanBaeM napaMeTpbl aHanornyHo ckpuHwoTty N22. B nyHkTe "IP-agpec
KMeHTa" ykasblBaeTcs My aApecoB, koTopble 6yaeT BbiaaBaTte DHCP cepeep VPN knneHTam (BaXkHO, UTOObI He
nepecekasncs C nyj1oM aapecoB B HacTpolkax DHCP cepsepa 13 nyHkTa 2).
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5. PyuyHas HacTpoiika napameTtpoB ceth (6e3 DHCP)

Ba)XHO MOMHUTb, YTO MPU PyYHOW HACTPOIKe NapaMeTpoB ceTu IP-aapec yCTpoicTBa A0MKEH NPUHaANeXaTb
MoACETH, KOTOPYHO YKa3blBanu B HacTpolikax LAN poyTtepa. Huxke npuMep pydHbIX HacTpoek cetut Ha IPhone:
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6. Hactpoiika VPN Ha iPhone

Ansa HacTpoikn VPN Ha iPhone Heobxoaumo 3alit B HacTpoiku -> OcHOBHble -> VPN -> [lo6aBuTb
koHdurypaumio VPN 1 HacTpouTb cregyowmm 06pasom:

HeT SIM-kapTel = 14:06 nd 95 % (mmm)»
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IP-aapec aomKeH COOTBETCTBOBATb TOMY, UTO YKa3blBAETCS MPU HAaCcTPOVKe, OnncaHHOM B N.1 AaHHOro AOKYMEHTa,
napo’sib - Kak B n.4.




7. Hactpoiika MoO6M/IbHOIrO NPUIOXKEHUA

YTobbl yaaneHHo ynpasnsTb C MOBUIBLHOrO NpunoxeHust obopyaoeaHnem vepes VPN, Hy>HO BBecTn IP-agpec
YCTPOWCTBa (€ro MOXHO Y3HaTb MPU CKaHUPOBAHUW YCTPOMUCTB MOBUSIbHBIM NMPUMOXKEHUW, HAXOASCh B [JOMALUHEN
CeTW, NN YTOYHWB Y NPON3BOAUTENS).

YT106bI MONACTb B 3TO MEHIO MOBMILHOrO MPUNOXEHUS HYXXHO Ha rNaBHOM 3KpaHe HaxaTb YcTrpoucrea -> IP-
aapec:

Het SIM-kapTbl = 14:10 v 94 %
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